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Keeping our community safe:

Safeguarding at Honywood School
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Welcome to our final monthly safeguarding newsletter of 2022. Each month we provide an update
containing reminders about how we approach safeguarding at Honywood as well as useful links to
support families out of school - many links we share each month so they are easy to find for you. If
you have a question about safeguarding our hope is that our monthly bulletins will be able to
provide the answer or at least some signposting to where you may get the answer. With Christmas
around the corner, many children receive gifts that allow them to digitally connect with others. This
month we are focusing on the risks associated with technology, games and online platforms.

Need to Talk, share a concern or ask a question?

Who can learners talk to at School?

e Learning Group Leader e Senior Leadership Team

e Cohort Leaders e Mrs Nichols - Safeguarding Lead

e Pastoral Leaders e Mrs Hickford - Deputy Safeguarding

e C(Class teachers Lead

e Learner Reception e Mr Caygill - Deputy Safeguarding Lead
e |earning Support Assistants e Mr Robertson - Attendance & Welfare
e Learner Wellbeing A niP Officer
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Mrs Nichols Mrs Hickford Mr Caygill Mr Robertson


https://sites.google.com/honywoodschool.com/learnerwellbeing/home

Learner Information

Please refer to the Honywood Wellbeing app on your school iPad, link below
https://sites.google.com/honywoodschool.com/learnerwellbeing/home

If you need Wellbeing & Mental Health support out of school, please contact:

YOUNG MINDS - text YM to 85258, or https://youngminds.org.uk/find-help
Kooth - your online mental wellbeing community https://www.kooth.com/

Child and Adolescent Mental Health Service
0300 300 1600 to get in touch directly. For the out of hours crisis support, please call the general
NELFT switchboard on 0800 953 0222. and ask for the CAMHS Crisis Support Service

Childline 08001111
Weekly Bullying and Child on Child Abuse reporting form

All learners and parents receive a weekly email link and reminder that if they have any concerns
about the behaviour of any learners in school that could be considered bullying and/or child on
child abuse, they may report it using the following link:

https://docs.google.com/forms/d/e/1FAIpQL Sfs8npY9aDQcY 3WsRitFcISPBONGPaBgKR4aRdt\Wdr

HlogNWQ/viewform

If you have any questions about the form before completing it please feel free to email me
scayqill@honywoodschool.com  Similarly if you have any feedback regarding the
structure/questions of this form please do share this too as the form could evolve over the coming
weeks with any feedback shared.

Parents/Carers

For support and information please contact:

For information about support for children, young people and families please see the Essex County
Council website.

If you are a parent or carer, child or young person and you need support, you can phone 0345 603
7627 and ask for the Children's Line.

Useful General Resources

Safeguarding Policy
https://www.honywoodschool.com/attachments/download.asp?file=265&type=pdf

KCSIE September 2022
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2

Responding to Harmful Sexual Behaviours Policy
https://www.honywoodschool.com/attachments/download.asp?file=318&type=pdf


https://sites.google.com/honywoodschool.com/learnerwellbeing/home
https://youngminds.org.uk/find-help
https://www.kooth.com/
https://docs.google.com/forms/d/e/1FAIpQLSfs8npY9aDQcY3WsRttFcI5PB0NGPaBgKR4aRdtWdrHlogNWQ/viewform
https://docs.google.com/forms/d/e/1FAIpQLSfs8npY9aDQcY3WsRttFcI5PB0NGPaBgKR4aRdtWdrHlogNWQ/viewform
mailto:scaygill@honywoodschool.com
https://www.essex.gov.uk/get-support-from-childrens-social-care
https://www.essex.gov.uk/get-support-from-childrens-social-care
https://www.honywoodschool.com/attachments/download.asp?file=265&type=pdf
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.honywoodschool.com/attachments/download.asp?file=318&type=pdf

Online Safety

With Christmas around the corner our online safety guides provide information a number of

platforms and games with guidance on how to stay safe. Please read on for guides about the
following:

FIFA 23

WhatsApp
SENDIT

Instagram
Roblox
Google Chromebooks
Overwatch 2
Cross Platform Content Sharing
Steam
Loot Boxes
Discord
Minecraft
The Metaverse
Amazon Fire Tablets
Twitch
Reddit

Call of Duty
Bereal

For more online safety guides please visit https://nationalonlinesafety.com/quides


https://nationalonlinesafety.com/guides

FIFA 23
aWhatbarentsTicarersiNeed tolknow abou

FIFAY23

improved year on year, the publisher EA Sports’ tweaks tend to focus on FIFA Ultimate Team mode,

FIFA 23, like its many predecessors, is a massively popular football simulator featuring lifelike recreations
E é of thousands of real-world players, drawn from teams around the globe. While the gameplay is subtly

1| WHAT ARE
THE RISKS?

_« forget the real-world repercussions of online purchases.

F Adv?éé for Parents & Carers

. speak to people Who are already on their friends list but won’t be able to

which can tempt gamers of all ages to spend real money recruiting better players for their side.
With each new release of FIFA comes a host of new players to unlock — meaning that youngsters
can feel pressured to keep buying to compete with their friends.

e i

BE SELECTIVE WITH CHATS

It's enormous fun for FIFA players to chat online with friends, even
as their teams do battle in the game. It's probably the safest ideaq,
though, to restrict contact with strangers. By turning off voice chat in
FIFA and allowing cross-party chat in their device's settings, your child can

STAY ALERT FOR SCAMS

There are some key things to remember about potential FIFA .

scams. Firstly, EA never contacts users via any method other than o~

emails to the account holder (which may well be you). Neither will they W,
' ever ask for ﬁglcyar's username or password outside the game itself.

EA’s terms and conditions outlaw the buying of FUT coins, so anyone

selling them should be treated as suspicious.

————
AVOID ‘EXTRA TIME'

If your child’s spending a lot of time on FIFA 23 and seems less
enthusiastic about other activities in their life, you could consider

talk to (or hear) strangers online.

. N
CONTROL SPENDING -

If your child plays Ultimate Team mode on FIFA, ensure their
account isn’t linked to zour payment methods - so they’'ll need
your permission to make in-gumagurchases. Alternatively, you could
use parental controls to limit spending - or set up a pre-paid ‘allowance’.
When excitedly clicking options on screen, it's easy for a young person to

(4
restricting how leng they can play for each day with the parental
controls in their device's settings. Even if they're not playing on their
console or computer, there’s a FIFA companion app for smartphones
- but that can be limited through parental controls, too.

Nut‘icrél

Online
’ Safety” |

Méet Our Expert

Lioyd Coombes is Games Editor of technology and entertainment
website Dexerto and has been working in the gaming media for
three years. A long-time fan of the FIFA franchise, he is also a parent
and therefore o keen advocate of online safety, Writing mainly about
tech and fitness, his articles have also been published on influential
sites including IGN and TechRadar, among others.
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WHATSAPP

What|Parents|& Carers Negdto Know/about

WhatsApp isithe'w
photos, videos an

messages canonly.be 2 and|c p B e ]
privacy policy/in 2021 (invol ing ith/parent commv Face| d/m nsito)leave the app, b
new policy was widely, misi { utedWhutsApp‘s features, notito/personal messa
\' I s )

-

POTENTAI. CYBERBULLYING

SCAMS 3 y ¥ B Ty : Group chat and video calls

vwv 4 A 3 by 7 are great for connecting with
Fraudsters occasionally send WhatsApp 2 / i L = multiple people in Wha sAlpr but
messages pretending to offer prizes - J there is always the potentia for

encouraging the user to clickonalinkto |/ g 1. someone’'s feelings to be hurt by an ?
win. Other commaon scams involve i - unkind comment or joke. The onl(y
wurnlnlg someone that their WhatsApp b ¢ . admins’ feature gives the admin(s) of a
subscription has run out (aiming to dupe el > group control over who can send

them into disclosing payment details) or e 1 | messages. They can, for example, block
impersonating a friend or relative and | B ; ey 1 people from posting in a chat, which could
asking for money to be transferred to A - make a child feel excluded and upset.

help with an emergency.
DISAPPEARING MESSAGES SO.NIAﬂ Fli(:;h hST?ANGERs _

Users can set whutsnp? messages to . only need the mobile number of
disappear in 24 hours, 7 days or 90 days Eha person you want to message
by default. Photos and videos can also be ’4 . the other person also needs to have
instructed to disappear after the the app). WhatsApp can access the
recipient has viewed them. These files -~ address book on someone’s device and
can't be saved or forwarded - so if your / recognise which of their contacts also use
child was sent an inappropriate the upﬁ. So if your child has ever given !
their phone number to someone they don‘t |

message, it would be difficult to prove
any wrongdoing. However, the receiver know, that person could use it to contact
them via atsApp.

can take a screenshot and save that as ’ Fa
TLOCATION SHARING 62

evidence.
The ‘live location’ feature lets users

WhatsApp has unfortunately been linked share their current whereabouts,
to accelerating the spread of dangerous allowing friends to see their movements.
WhatsApp describes it as a “simple and

rumours. In India in 2018, some outbreaks
of mob viclence appear to have been ', secure way to let people know where you
are.” It is a useful method for a young

sparked by false allegations being shared 1
on the app. WhatsApp itself took steps to erson to let loved ones know they‘re safe ™
= but if they used it in a chat with people

Frevant ts users circulating hazardous
heories and speculation in the early ) they don’t know, they would be exposing
their location to them, too.

weeks of the Covid-19 pandemic. ~
L \_7

$®% Adv or Pants

CREATE A SAFE PROFILE . EXPLAIN ABOUT BLOCKING &

) REPORT POTENTIAL SCAMS

Even though someone would need a child’s If your child receives spam or offensive Young peogle shouldn’t engage with any
hone number to add them as a contact, messages, calls or files from a contact, they ge that looks suspicious or too good |
t's also worth altering a young person’s should block them using ‘settings’ in the chat. to be true, When your child receives a -
profile settings to resirict who can see their Communication from a blocked contact won’t message from an unknown number for the @!
hoto and status. The options are show up on their device and stays undelivered. first time, they’ll l’nﬁv&nmap tionto
everyone’, ‘my contacts’ and ‘nobody’ — Slockinﬁ someone does not remove them from rarurt it as spam. e sender claims to be ™
choosin? one of the latter two ensures that L:ur child’s contact list — so they also need to a friend or relative, Il that person on ti
your child’s preofile is better protected. deleted from the address book. usual number to verity it really Is them, or if

it's someone trying to trick your child.

CHECK THE FACTS

You can now fact-check

=

LEAVE A GROUP DELETE ACCIDENTAL
MESSAGES o

If your child is in a group chat that is
I making them feel uncomfortable, or

THINK ABOUT LOCATION

If your child needs to use the ‘live
location’ function to show you or
one of their friends where
they are, advise them to
share their location onl

WhatsApp messages that
If your child pests a message the

w!nl to delete, WhutaA‘p lows ¥he Ihe':vset g::r:i::r!u:a!;ysd e
erase a . ke

has been added to a_?:?’i;p
tok user seven minutes double-tapping the

‘that they don’t want
‘part of, they can use L

WhatsApp's group settings EiEY for as long as they need to. message. Tap ani magnifying glass icon to the
to leave. If sngmnﬂne exitsa WhatsApp gives a range of message, choose ' ;‘1915: 6fymy_-r_|gipssggs From
g"rt:iupr the admin can add ‘live location’ options, and your % i 4 t , your
em back in once; If they B child should manually stop sharing portant o Googitsqareh' decide for
leave a second time, it is | their position as soon as it is no themselves whether the g/ @
permanent. r longer needed. mi ge was true or not. s

Meet Our Expert

Parven Kaur is a social media expert and digital media
consultantwho is passionate about improving digital literacy
for parents and children. She has extensive experience in the
social media arena and is the founder of Kids N Clicks: a web
resource that helps parents and children thrive in a digital world.

)
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SENDIT

m&@m@

SENDI s

Sendit is an add-on to Snapchat, not a standalone app: it requires users to have an o,
active Snapchat account, which they then connect to Sendit. It's important that a(,ﬁ’;'wn.nns“"!m P
trusted adults realise, therefore, that any risks associated with Snapchat also affect “redio ""‘Grnw:“'w

children using Sendit. Within the app, people play question games like ‘Truth or Barau,,
Dare’ and ‘Never Have | Ever': users select a question to share on their Snapchat \ paee=
story for their friends to reply to. All responses are anonymous, although - for
a paying subscribers — Sendit reveals hints about who sent which messages.

A%

National
Online

7 - Safety’
.y #HWakeUpWednesday

Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and
researcherwho has developed and implemented anti-bullying
and cyber safety policies for schools. She has written various
academic papers and carried out research for the Australian
government comparing internet use and sexting behaviour of
young people in the UK, USA and Australia.
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INSTAGRAM

wide. The platform allows users to upload i images and yideos to the;r feed, cr

stories!, share|live videos, exchange private messages oﬁg‘urch explore and

accounts theyllike = whilst at the same time contlnuousfy‘updutmg and ad
features to meet tht—.;:.needs Sffits|users.

ADDICTION 3 . : GOING LIVE

Many social media platforms dre designed I . Live streaming on Ins ?ru allows

in away to ke us engagt ed on them for as D) umwcoﬂnmmﬂhft ds and

long s possible. 'I'hars s a desire to scroll o 2 N WESNSSR followers in real-time and comment on
7mura in case we've missed somethin vidaos during broodcast. Risks Increusell‘

im rtant or a fear of missing out. Instagr - / nﬁ

different and young paﬁpb can aq:‘l:lz Ioa trucl: of

?ﬁhﬁdﬁm“ﬂr_f’“w e Y ot
DUCT [ -
’ = mg:ulllfu?li,(r:gﬂwlﬂnflmamwh; - INFLUENCER CULTURE Q"
lrw]ummrscunbepuldthwnmda

are sponsol dvertise gmduﬂa a product
or mlnassrgtdﬂnl?oot takes i o
regardless dage Imcilytolha product wa
on the shop where the item cnnb:gul husgda i
where children may be encouraged by Inﬂmn‘mrs'm
pu ns-prommmwd ‘tnecessarily need.

- EXCLUSION AND OSTRACISM

Young people are highly sensitive to ostracism.
Fo?ling elx uded cur; ll‘;gsmm mny torms wgg as:
not rece| ng tagged,

unfriend; nguvingaphote mmgg%d or not 4

of pounds to promoate a product,
a‘emue p and much more on social »
often be identified

UNREALISTIC IDEALS

receiving a comment or reply to . Bei / i Children compare themselves
“Cl“d’a online hurhvi'"]t&.t W,:'!uch being e | to what they see online in terms
Iuwler mnudl"gv:er ;eil‘ihemernp?et:l"l:;"v SUﬂeﬂng I m&;‘élﬁi“nﬂfﬁsﬁ:&s
. don't belong or undervalued. \ i others are hnving The constant scrolling and
. J - == comparison of uu.cqnmw

 PUBLIC ACCOUNTS / Noe %ﬂﬁr‘ﬁm@ufw
. worl:sonpubllc p v . =

¢ vo“c?r chlldwﬂ!i‘m sh'zre their cloth
et ,mh_ng ina postthen thw
u
8!'8

‘l’aﬁﬁwyoufchnduhoutliv videos andthe
ﬁs&sln::ldv?dm n do it sc IwaTf

Meet Our Expert

Dr Claire Sutherland is an online saietY consuftant at BCyberAware. She has
developed and implemented anti-bullying and er safety workshops and
policies for schools in Australia and the UK. Claire has written various
academic papers and carried out research for the Australian government
comparing internet use and sexting behaviours of young people in the UK,
USA and Australia.




ROBLOX

4

Carers|Needto/Know about!

|

oblox is one of.themost

dl were claiming that ha
:Roblox offers a huge amoun

wHAT ARE > gaming experiences with the Roblo

ISKS? which can then be shared withother/play
THE R . - e thinking and enjoys arobustion
fir- ’ = P
CONTACT WITH STRANGERS 6 ) ‘Q N\
.. Roblox encourages players to J
con nicate online ﬁncludln a 3 '
1 hat lﬁclllty'i,T is could expose i =
to risks such as scammers, online Y
rs, harassment, griefers and more.
game chat has some filters, but isn't
ers can still send harmful i
‘others - such as general
e predators canreach out to
children directly. .

Roblox has private or VIP servers
c 'Jg’“’ beople to play exclusively
mh«i{alﬁ'lﬁ this costs money.
d

ames and
‘more at risk of
than others.

o~
Advice for _

DISABLE PRIVATE MESSAGING (B9 PRIVATE SERVERS

SET PARENTAL CONTROLS

Roblox comes with several parental control options, s private ir ging function raises the If your child has some genuine friends to play Roblox
which are explained well on the game'’s official risk of children being contacted by peorie they online with, puyin%fur a private or VIP server decreases
website. It's essential to enter the correct date of birth may net want to speak with — potentially the risk of rom gers. Even then, h Y
for your child, as that allews Roblox to automatically leading to bullylnﬁ, harassment, toxicity and - some plﬁers could invite other g:o:le - who might not

’ apply the apfropﬂuhe chat filters. The game also _ scam attempts. The game allows you to disable necessarily be child friendly ~ into the private server. If
allows parents and carers to set menthly spending messages from anyone who hasn't been added your child is a Roblox fan, it's important to talk with them
restrictions and monitor their child's account. as a friend on your child’s account, regularly about who they are playing the game with.

— - . A - &g e

MONITOR SPENDING

If they don’t understand they're using real money, it's easy for
children to accidentally spend a sizeable amount in the game.
Uslng parental controls to place limits on their spending will help
avoid any nasty financial surprises. Ensuring that you have
two-factor authentication on your payment accounts also makes it
harder for your child to spend money inadvertently.

Meet Qur Expert
Clare Godwin (a.k.a. Lunawolf) has worked as an editor and
Jjournalist in the gaming industry since 2015, providing
websites with event coverage, reviews and gaming guides.
She is the owner of Lunawolf Gaming and is currently
working on various gaming-related projects including
game development and writing non-fiction books.

DEALING WITH STRANGERS

At some point in their development, your child will need to

learn how to deal with strangers online. Show them how to ‘ 1 '\ﬂhﬁ*i

block and report any users who are upsetting them or asking 4
uncomfortable questions. Tulkinﬁ to them about what's OK to discuss
— and what they should never tell a stranger online - will help them
understand how to communicate with other people online safely.

b

National
Online
Safety’
. #WakeUpWednesday
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GOOGLE CHROMEBOOKS

=i\ hat{ParentsikiCarersiNeed|tolknowlabouts

GOOGLE CHXOMEBOCK «

Google Chromebooks were first introduced in 2011 as a budget-friendly alternative to Windows laptops. They have a
cloud-based desktop operating system created by Google that performs internet-based tasks simply and quickly.
Although primarily optimised for Google apps — such as Gmail and Google Drive — newer devices also support Android apps
and offer a range of parental controls via the Google Family Link tool. Nonetheless, whilst these tools are comprehensive,
there are some limitations which means there are a number of risks trusted adults should be aware of.

Altho

BEWARE OF MAARE
e e

>Adw*ce§‘or Parents & Carers 4

There are a number of safety features that you can enable to keep your child safe while using Google Chromebook:

Disable %usst mode and control who can sign into you ) Manage the websites your o Limit your child’s ability to d
child’s Chromebook N children can visit on Chrome grant permissions to websites

i 9 Restrict or block access to apps from the Chrome Web

Check Family Link to ensure the Chrome browser default is set to block
Store and the Google Play Store

Disable Incognito Mode so Kou can always N { i use
) track what sites your child has been on. \

Meet Qur Expert

Carly Page is an experienced technology journalist
with a track record of more than 10 years in the
industry. Previously the editor of tech tabloid The
Inquirer, Carly is now a freelance technology
Jjournalist; editor and consultant.
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OVERWATCH 2

ugllseque tof2016;s] massn ely;successtullOverwatchythisisiaifuturisticishooting/gameiwith
atbes @mcﬁ@ htltles injthel
[genreditsicastiof] dﬂm}@@ deiln tel(@nd|
raw rding) learning| @mm) ;mpmvm reat (Creatediby/established
evelopers Blizzard|E NOverwatchj2 bﬁ]@’j{_‘@ playfwith! un

M ompetitive) ml!};ﬂmmea ) chu!dren mayj E%m]
playjthelgamelevenimorelsimplylbecauseitheirifriendsihavel

WHAT ARE
THE RISKS?

If your child is trying to link lhairnccuunt’s : Playing Overwatch 2 v rlands is Overwatch characters re, resanl
from different devices together, it might almo unhfar&uliyt ra?ulur way < 7 races, nuihnnlltles, ender ident|
2 wise for ynu to helg'thcm setit up. Not w — to enjoy the ? :lyw: child i pla mg _- sexual orientations. his eclectic ro
ihoy l:nn F gmmr storun mora . withanewfr snd tha*jr only know online = heroes offers a superb jumping
amaﬂ and save you bej

7\ ] ' } .
18 ed for T may want to monitor the r:hai: to discussing racial, sexual nrlgand
B pnsnwer s for eacl ﬂmounligbut you'll ulso be ay ar eing exposed to our child. Whether it's finding Nepal on a
able to make sure that the websit e for ,I!gllung ] savoL | might also decide to ?ether or talking about non=traditional
correct. We‘ve put the right web ad ad  in-gam chat settings so only refationships, the game could be an excellent
“the expert's bio at the bottom of ih[!’g l.llda : rjﬂrrned friends cim speak to your child. canversation starter.

- i - —— .

 LIMIT IN-GAME SPENDING .| WATCH SOME GAMEPLAY

The loot boxes n the first Overwatch have been ch p ufﬁ‘s fight with an Iirmy of weapons and explosives, hut
replaced by a orefront - so users only have a set time to tha bali les are presented in a way that forgoes blood, gore or
purchase d skin  before it becomes unu\rufluble. Your child can / dismem| ent, ﬂurdleu of the mode or characters selected.

still earn plen { owsvsr, tl'irou%h the free battle ﬁs Inany The game a te usually avoids the word “kill” - referringto
case, we'd ad e n ?qu methods — or at least setting “eliminations” Watchin ge of Overwatch 2 on YouTube
its in advan wurr bout in- could help you decid! or it’s suit for your child before they play. }

game spending
) -
e

Meet Our Expert

Lioyd Coombes is Games Editor of technology and entertainment
website Dexerto and has been working in the gaming media for
three years. Along-time fan of gaming, he is also a parent and
therefore a keen advocate of online safety. Writing mainly about
tech and fitness, his articles have also been published on influential
sites including IGN and TechRadar, among others.
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CROSS PLATFORM CONTENT SHARING

OF INAPPROPRIATE CONTENT

Creepy characters like Slender Man or Huggy Wuggy. Dangerous online challenges. Songs or videos that aren’t
w suitable for youngsters. When things like these begin trending online, it can be difficult to prevent children
accidently stumbling across them - especially if they use a range of platforms, like online games, social
- media, streaming sites or messaging apps. A trend can originate in one online space and rapidly
spread to other platforms or via chat apps. The frightening Huggy Wuggy character, for instance,
WHAT ARE first emerged as part of a game on Steam; now there are parody songs on TikTok, videos on
THE R'SKS? YouTube and more than 45,000 results for #huggywuggy on Instagram.

——

o UNSUITABLE VIDEOS AND IMAGES - y/ >

INAPPROPRIATE

On a sii

COPIES OF LINE STREA| . - (6 ACCIDENTALH

. - " Q
Social i : . n if your chil
t_q_::u,l:‘mdu_und 5sagi PS CC

o reaet swittly
¥ but the rate ot
difficult to pri

> Alrklsérenc &

 USE SAFETY FEATURES 7 LESS IS BEST KEEP IT COMMUNAL

-
y Enable safety settings like Google Manage the number of online platforms Encourage your child to stay ina
SafeSearch and the optional restrictions your child has access to, based on their communal family space when - o
on \rldao-shnring platforms like YouTube. age and maturity. Just because their they're watching videos or playing
Whenever possible, stick to YouTube Kids for friends use a certain game or app, it online games on their devices - .
young children, as the software will help to filter doesn’t mean your child must have without headphones, if possible. This
out unsuitable content. Remember that filters it too. Follow the ugec?mdeline: for will make it far easier for you to keep
aren’t always enough to block all inappropriate ames and apps, and check regularly one eye (and ear) on what they are
material — egpeclul y when child-friendly videos that privacy set!i'ngs are in place. seeing and hearing while they're

B

have been edited maliciously. CLULTR

-_—Y

"~ AVOID FAN-MADE CONTENT REACT CALMLY SUPPORT AND REASSURE

If your child watches cartoons and
shows on YouTube, spend time with
them making a playlist of videos that
ou’re comfortable with them watching.
lways source videos from official channels,
as opposed to fan-made content: you can
never be completely cenfident about
material that another user has created or
uploaded.

.
Meet Our Expert

Dr Claire Sutherland is an online safety consultant at
BCyberAware, who has developed anti-bullying and cyber-safety
workshops and policies for schools in Australia and the UK. She
has written various academic papers and carried out research for
the Australian government, comparing the intemet use and i
sexting behaviours of young people in the UK, USA and Australia. £ |
~
B W W

——

If you hear or see anything unsuitable on ost
our child's device, calmly ask them to
urn off the game or video in question.

Explain that they haven't done anything

wrong, but that you didn’t like what you

saw or heard and '{uu would much rather

::he:; w:tchad or played something else
nstead.

Remind your child reaururly that anyone can
anything online - and that not everything online
is real. If your child is sent something that scares
or worries them, ask them te show you. Watch it
alone (to avoid unnerving them further), then
praise them for coming to you and talk about
what upset them. Recommend a break from their
device to do something which helps them feel
calm and happy.
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STEAM
RWhatiParentsialcarersiNeed|to]knowabout]

STEAM -

Steam is a computer gaming digital distribution platform and storefront. It is the biggest platform for desktop-
or laptop-based gaming, with a range of more than 30,000 games available. The platform has become a
lively social environment for many gamers, and allows people to trade, sell and buy gaming items for
real money. Valve, the developers behind Steam, have also released different hardware that
works with the platform, including the Steam Deck - a hand-held console that lets users
play their favourite games while away freom their computer.
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WHAT ARE
THE RISKS?

 POTENTIAL SCAMS

Sadly, Steam’s immense po uicriq has
made it a lucrative destination for internet
scammers. The most common ruse is
phishing: scammers send links to other
users, aiming to trick them into entering
their login details — which are then stolen.
Once in control of the account, the scammer |
'sends messages to everyone on the victim's
friend's list, in an attempt to hijack their
accounts too.
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SHADY TRADERS reLr)

The Steam Community Market is a
built-in trading area where players can
trade resources for their games on the
atform. Gamers can exchange items, or =]
uy and sell them using real-world i ]
currency. It's possible for unwary users to
be scammed through bad trade deals, and
Steam doesn't usudlly get involved when
this happens. There are alse third-party
trading websites, which can be risky to use.

UNSUITABLE GAMES
Among the 30,000+ games on the
platform, there are many that aren’t
qrpmpriuta for children. Individuals can
view and download games featuring adult
content if they verify their age — buts of
course, it's _ac:_r to enter a false date of
birth unline.]frl:"'sgiqn lead to iggtdzgn and
oung people finding games
'!hquﬁin't have qcc_egs_ to: featuring :Iyt;le_nce
or profanity, for example. :
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SPENDING SPREES

Steam hosts regular sales - including some
‘where game prices are reduced b u$ to
90%. Some sales premotions also include a
m’lni*g:mp-qr event which encourages &
users to spend more money. The sales can
be an excellent time for young gamers to
urchase the titles they've been wanting,
t the attractive discounts can also
promote impulse buys driven by the fear of

missing out.
T Wl

* CONTACT WITH STRANGERS ~ SPARSE AGE RATINGS e,

Steam isn't a social media site, but it Steam is a digital distribution
certainly shares some of their elements. v rlotfdrm for games of all kinds,
Users can add other people as ‘friends’, for n_cFudIn& ones not rated b rg_tgulutqq
example (whether they know them in real bodies. Getting a game rated takes a long
life or not), and then communicate time, and can be expensive, so developers
?rlvml' with them using text or voice chat. [ i f ~only tend to follow that rr_oc'es__: when

he platform also hosts public discussions y - s releasing a title that will be physically sold
and groups for secialising. Steam users can 32 e Lo = in :[wxs..lnnst games on Steam, therefore,
also leave comments on profiles of z 2 don't have an advisory age rating on the
~other players. store page.

SRCWON Advice for Parents & Carers 4 g€

ENABLE PARENTAL CONTROLS USE GIFT CARDS A T APPLY STEAM GUARD

Steam does have some limited parental controls Having payment methods (like card details or Steam Guard is an optional additional layer
that can restrict exactly what gomes someone’s PayPal) linked to a Steam account makes it very of securitz that protect accounts. Enoblln? it
account can view and access. This can be set easy for a child to purchase new games or spend ensures that anyone attempting to log in to
usp by nnvia'ating to the ‘Family’ tab in maoney an items in the marketpl . An llent that account alsc needs to provide

ettings', then selecting ‘Manage Family ] and safe alternative would be to buy a Steam gift authorisation via their phone or email. The " ©
View’. The platform then allows parents and card and let your child make their purchases with computer that your child uses Steam oncan
# carers to share a Steam account with their that instead ~ putting a mnna?euble cap on how be authorised to prevent having to provide
child and limit them to age-appropriate games. .Jl much they can spend on the platform. separate authentication for each login.

AR "

i &
SHARE A LIBRARY + . SAFE MODDING

Using Family Library Sharing lets everyone at home share games = Mndlqing a ?uma to customise it or to introduce new content — known as
across accounts (while still keeping their accounts separate). The ‘modding’ — Is common on Steam. There's nothing inherently bad about
entire game library from each account is shared with the other account modding, but installing the wrong mods can be disastrous: they can sto|
holders - a great wnfy to avoid hnvir:? to purchase a different copy of games from wnrkingbpro _erly orat all. steam’s mods are unlikely to contain
the game for each of your children. However, if two users want to play viruses or malware, but it's still possible - so ensure your child reads the

the same game separately, you would need to buy it twice.

mod's reviews first to avoid anything dangerous.
. .

Meet Our Expért

Clare Godwin (o.k.a. Lunawolf) has worked as an editorand
journalist in the gaming industry since 2015, providing
websites with event coverage, reviews and gaming guides.
She s the owner of Lunawolf Gaming and is currently
‘working on various gaming-related projects including
game development and writing non-fiction books.
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LOOT BOXES

What Parents @I@fﬁ@ to/Xnow about

1 LOC

Marketed as increasing a player’s enjoyment of a game, loot boxes are usually purchased or given as
rewards. When opened, they unlock items for use in the game, such as better weapons or new characters

to play as. Loot boxes feature in many games and are therefore available to various age groups. They
have often been criticised for emulating gambling: the odds of unlocking certain items can seem
=g dStronomical, while the money being spent is often high compared to the potential reward.

1 l:irnpermti\.re that trusted adults understand the risks that loot boxes can pose.

WHAT ARE

THE RISKS? fa

=

|

NORMALISING

RS B
) '_ ADVANCED SCAMS

/ n
ForParents & Carers

CONSIDER THE ODDS 4% RESTRICT SPENDING

It's a smart move to check the odds on the items in the loot boxes, 1

| -e

Even if you're hqpp‘f‘Ior your child to purchase loot boxes, it's safest to

to see how hard it is to find a particular reward. Show your child restrict how much they can spend. Options include adding a temporary
and explain to them whether it's likely (or not) that they’ll find the “ payment method, or making sure they ask permission first. If a credit or
item they want inside the box. Of course, there’s a sizeable element debit card is linked to the gaming account, excited young players could
of chance - but if an item says it's likely to drop once out of every so0n run up an eye-watering bill. Ensure your child recognises how much
10,000 boxes, it's wise to adjust your child's expectations. mees== gach box costs and understands that they’'re using real money.

L "y —

DISCUSS THE RISKS

Be open with your child about how much loot boxes (and individual item

urchases) cost and how the system works, in terms of probability. If a
child realises it's unlikely they’ll get that rare reward, theE may prefer to
spend their money on a guaranteed item - like a skin in the online store -
instead of ?ambiing on a loot box. Outline how other people might try to
exploit online trading systems to steal their valuable items.

. National
Online |
‘ Safety
\ HWakeUpWednesday
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USE PARENTAL CONTROLS ’ i

Most video gaming consoles, as well as the individual games, .
allow parents and carers to place purchasing restrictions on the
child’s account. This is an eftective way to avoid overspending or
prevent children from buying‘ any loot boxes in the first place. Not all
games offer this feature, so it's best to investigate your options on

each new game before your child starts playing it.
Meet Our Expert

Daniel Lipscombe is awriter specialising in technology, video gaming, virtual
reality and Web3. He has also written 15 guidebooks for children, covering
games such as Fortnite, Apex Legends, Valorant, Roblox and Minecraft. With
work published by the likes of PC Gamer, Kotaku, Pocket Gamer and VG247, he
has reviewed more than 50 games and products over the past year.
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DISCORD

I What Parents & Carers Need to Know about

DISCORD

Discord is a free app which allows users to communicate in real time via text, video or voice chat. Available on
desktop and mobile devices, it was originally designed to help gamers cooperate — but has evolved into a
more general networking platform for a range of online communities, discussing topics like TV series,
music, Web3 and more. Discord is organised around closed groups, referred to as 'servers’. To join a
server, users must be invited or provided with a unique link. It's a space for users to interact with
friends, meet others with shared interests and collaborate privately online — but it's also a
place where young people can be exposed to risks if the right precautions aren’t taken.

L Frye

e

W@ > 9 Advice for Parents & Carers {
REVIEW SAFETY SETTINGS EXPLAIN AGE FILTERING " SCREEN OUT EXPLICIT CONTENT

Discord has a series of safety settings, While Discord requires users to be atleast | In the privacy and safety settings, 2
enabling users to choose who can direct 13 to sign up, many servers geared towards - > Discord users are offered the ability to %
masane them or send them friend requests. older users are 1lug?ed as NSFW (not safe for filter direct messages for tnué: ropriate h
Your child’s experience on Discord will be much work), which indicates they probably contain content: a setting that should be enabled

#re safer if the app’s privacy and safety settings are material that's inappropriate for children. it can if your child uses the platform. Discord
configured to only allow messages or friend be easy to click through settings without properl uutonjnticullxiries to flag images that are
requests from server members. This will minimise re\newmg them, so ensure your child understands explicit, but the setting must be manually
the chances of potential predators from outside why age filtering is important and that it's there to enabled for text. If a young user is sent explicit ‘
the group contacting them. protect them. content in a direct messcoge, Discord will scan

and (if necessary) delete t.

MONITOR ONLINE ACTNITY DISCUSS GOOD ONLINE BEHAVIOUR ~ HAVE CANDID CONVERSATIONS

It's wise to raﬁulurly review your child’s activity The anonymity offered by the internet often It can sometimes be awkward to discuss

on Discord. This can include checking their leads people to communicate more openly topics like grooming, gomogmphy. racism
suletr settings to ensure they're correctly online and behave differently than they or explicit content with your child = but it's
enabled, talking about which servers — would at school or hoame. It's crucial to bear important to ensure they're aware of the
they've joined and reviewing some of their . in mind, though, that every internet user is harms these things can pose. Talking openly
friends and direct messages. Ask if still a real person. Talk to your child about about these subjects is a great way fo help your
anything has made them feel the severe and lasting consequences that child feel more comfortable about coming to
uncomfortable or unsafe, Things can cyberbullying or exchanging inappropriate you if they experience an unwanted encounter
change quickly online, so plan routine material enline can have in the real world. on Discord ?or anywhere else online).
check=-ins and follow up frequently.

— P, - M\ﬂ .
Meet Our Expert y National
e e e o e ek titkes | | ) Online
Web3, gaming and XR (extended reality). With a focus on

brands and culture, she researches and writes about the -
ways that our current innovations — including the metaverse
and Web3 — are impacting people, places and things.

wﬁ erdyoungmind.com/pe: leps weling-teens-gr-popuior-chat-app | hitpsfsupport discordeam
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MINECRAFT

RA
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Minecraft is a beloved classic of modern gaming. First released in 2011, this open-ended 'sandbox’ game of
building and exploration still has over 140 million players who happily return te play it at least once every
month. Minecraft has also been utilised for much more than just entertainment; it's sometimes used in
schools to teach children coding, and it's also employed as a tool for computer-aided design,

which is another valuable skill. Encouraging creativity and problem solving, Minecraft has
WHAT ARE plenty to offer gamers of all ages, and it's available on almost all video game platforms.

THE RISKS? | g -

.

e ot Soamies
d are accompanied by
s zombie moans and skeleton
L ay erve young ones.
~ Relg® T | )
ADDITIONAL PURCHASES -

N i 2 ;
some people in Minecraft dnliqht in o THT After initially buying the |
purposefully damaging or destroyin players can make |
another ?Igye;'s création. This is called - urchases for cosmetic
‘griefing’ and is a form of bullying: it~ ] . Minecraft Real
intanuonqlii{ stpoi‘ls someone else's — ] "s% scripf :
experience in the game by dalaﬂnahours of § aym | that lets users run a multiplayer
their work and farcing them to start from I - r to play with their friends. Most games
scratch. Many public servers treat griefing as a consoles also need an active subscription to

severe offence and frequently ban offenders.
VN

enable online play - so online gaming can
| quick) hecon&%‘;laxpénﬂve-gobby.g ‘

.
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) Advice for Parents & Carers ( ¢
'RESEARCH CONTENT s

There are a lots of Minecraft content

 CHOOSETHERIGHTMODE ™, .| WOSTA PRINATE SERUER

Selecting ‘Creative’ or ‘Peaceful’ mode allo The easiest way to find a safe server for

‘creators who release helpful videos about the .. childrento tplny Minecraft without havingte  * ._‘ our child to play on is to make one ¥nursa|l. -
‘game on YouTube and Twitch. Not all of these, contend with enemies. It's also a great way for osting a server prevents strangers from finding it,
h ver, are sui for children. Watching these you to Eet used to playing the game with them, unless they've been given the necessary olnlnﬂ°
‘content creators’ channels yourself first is a safe since the difficulty level is lower. This allows you details. A private server also lets you control who's
way to find am:ropriut_e Minecraft videos to share to work together on a long-term pro'&oct, creating allowed to enter and - if necessary - to ban

with %nur children, This also helps you learn more something special without the threat of moaning someene who shouldn't be there. This is the closest
about the game itself, and how your child plays it. zombies or creepers damaging your build. equivalent to parental controls in Minecraft.

JE——— W B =% a1 = v
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ENCOURAGE BREAKS “ TALK ABOUT STRANGERS

It's easy for the hours to fly by while your child is playing At some point in their lives, almost everyone needs tc have

Minecraft, so reminding them to take lar breaks is contact with a stranger online. Talking to your child about online

This is a useful way for them to _1'aurn-?nod.tlri"ra management, which safety, therefore, is essential - as is having a plan in place for

they’ll benefit from as they get older. Tt will also teach them to play dealing with any hostile or difficult strangers. Ensure that ¥our child knows
“their favourite games in moderation - limiting addictive behaviour and never to tell a stranger ut themselves online, and that they should come

allowing them to manage their day better. ‘to you straight away if they do encounter a problem.
L - | - -.
Meet Qur Expert

Clare Godwin (a.k.a. lunawolf) has worked as an editor and
journalistin the gaming industry since 2015, providing
websites with event coverage, reviews and gaming guides:
Sheis the owner of Lunawolf Gaming and is currently
‘working on various gaming-related projects including
game development and writing non-fiction books.

Nuﬁonhi
Online
Safety’
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THE METAVERSE

T ARE
NFRISKS?

Many metaverse platforms
feature little to no moderation.
This is due to the decentralised
nature of the metaverse - as there is
no one company overseeing the
platform, users can create and build
with freedom. This can be a minefield
. for younger users as adult material or
sensitive topics can feature on a
. parcel of land seen by everyone.

The freedom found within creation is ’,
also found in communication. Most
metaverses use proximity VOIP
communication (Voice Over Internet
Protocol) and users can approach any
® other user to start a conversation. It is

necessary for avatars to be quite close
to another in order to talk and once
‘they are, anything can be said. While o
chat box can be moderated, voice chat

[ cannot,

N
As with almost every other form of
‘online interactions, anonymity features
‘heavily within the metaverse. The
concept for the metaverse is to live any
] life digitally. This could mean
that ‘had actors’ (those with malicious
nt) can take advantage of others
with ease. Reporting and monitorin
these users is becoming easier on the
‘more popular Flut‘!orms. but others
struggle to police these situations.

\What{Parentsi&\CarersiNeed|tojknowlabout:

- THE METAVERS

‘Metaverse' is a relatively new term to many, however the concept has been around for some time.
- Videogames, for example, use many aspects of the metaverse; avatars, digital currency,
- mini-games, and open communication. A metaverse can also take many forms; Fortnite can be
seen as a metaverse, as is Roblox. Put simply, a metaverse is an online environment where
people interact, play games and express themselves. Away from traditional videogames,
there are newer and more ‘dedicated’ metaverses such as Decentraland, The Sandbox
and Somnium Space which are akin to Second Life.

W varies per
metaverse

, platform

Not all metaverse platforms are VR
enabled, in fact less than 10% feature
VR ntamct;iultr. However, it's always
worth monitering the amount of time
Kmmgar users spend in virtual reality.

VR metaverse differs greatly to VR

jaming in user interaction.

pproaching each other in a VR
metaverse attempts to represent
‘reality’ and can result in a greater
impact if experiences are negative.

Whether in virtual reality or not,
interactions and experiences in the
metaverse can often carry more
weight because tha¥'I mimic ‘real life’.
Oftentimes, due to the freedom in
avatar creation, younger users may
"% open themselves up to bullying,
4 prejudice or an unrealistic 3
reaq’ itr. For instance,
- female-orientated dvatars may find
themselves targeted by bullies or
inappropriate users.

This may sound like an obvious tip, but by entering the metaverse and
explorlna‘on your own, you'll be able to see what your child might. You can
®_, explore the busier areas and even the quiet sections to see what users are
building or advertising. You'll also learn first-hand how users communicate
with each other. Many metaverse platforms will feature an entry area which
showcases the busiest areas. Check them all out and see what's happening.

: AN AVATAR T -

=~ B you decide on allowing your child into the metaverse, set up their ' .
initial avatar together. This way you can ensure the avatar is
age-appropriate and keeps their identity private. You can also advise

i

1t will also allow you to see which avatar

ems cost money, and talk to
your child about in-game spending.

Meet Qur Expe&

Daniel Lipscombeis d father to two girls, aged 14 and 12. Before
Dan began his Web3 metaverse journey, he worked asa
videogame journalist and author for a decade; reviewing games,
talking to creators and writing about videogame trends. Dan has
also written fifteen guide books about Fornite, Minecraft, Roblox,
Apexlegends and Valorant for HarperCollins and Bonnier Books.

. -__lel for Parents &. CHES <

on aspects which may result in mtructln? bullies or unwanted attention. “@
{

S

With the metaverse comes Web3 technologies such as NFTs,
cryptocurrency and wallets in which to store them. If you have a
cr|y||:(to wallet, do not connect it to your child's metaverse. One simple
click could result in loss of cryptocurrency. If you are unsure what these
technologies are, try to research them as'these terms will appear in the g

metaverse. ~ N

There are already metaverse experiences with children in
mind; explain to your child what a metaverse is and have them
recognise similarities between those and games like Roblox,
Fortnite and Minecraft. Unfortunately, there is no ‘child safe’
metaverse option as yet, though Epic Games and LEGO are
currently developing a family safe metaverse.

S AL S vt

_l\-lc:ti_or—\dl
Online
- Safety’

? #WakeUpWednesday
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AMAZON FIRE TABLETS

What{ParentsikiCarers|Need|tolknowlabout!

AZON FIRE TABLET

" The Amazon Fire Tablet is a popular choice: not only are Amazon’s own-brand devices more affordable
han most other tablets on the market, but some models are designed specifically for youngsters (the
Fire 7 Kids, Fire 8 HD and Fire HD 10 are aimed at ages 3-7, for example, while the 'Pro’ range is
geared toward 6 to 12-year-olds). Fires come with access to a wealth of entertaining content,
from child-friendly TV shows and videos to age-appropriate games and ebooks.

WHAT ARE
THE RISKS?

" STORAGE ISSUES

| Many pqremt have bemoaned the
Amuzcn Fire's relative lack of sterage
ce, Fires ship with either 'fBGB or 32GB
memoi su I your chﬂd gets busy
| downloa ? and video
they'li qula run ou of room. You cauld
vest in an SD card for extra storage
especially if multiple youngsters are
sharing the devici j 0 it's worth iactnrlng
in this possible additional expense

o GETTING LOCKED OUT

If your child unsuccessfully attempts
to bypas haym.lr security PIN code

| controls
settings, for Inatunce too manu{mes,
this could easily result in them being
. locked out of their device — and, ar ruubly
even worse, being Ioclcqu out of your
Amazon or Kindle account. if this ha rpen:,_
the Amazon support team will be able to

a help you regain access.
_M SR T

. POTENTIAL ADDICTION

\ Like most digital technology, mdz(gl_'

and their child-friendly cont:
t{i n russin%to young ulgrs
il

ur child ofte

hou
ng at their tl:lblet, Iouding to lrrﬂahﬂ[t‘j'
when asked to down.
wise move to iu:t the I:uilt~in scuan
time settings wyeu can control exactly
how long they’re able to spend on the
. device euch ay.

‘ASSISTANCE FROM ALE¥A

Though the Amazon Fire's parental

| controls are com; rehanslve and allow

you to limit acce: u‘g ppropriate
contant, Kour child col datiil potentially
bypass those restrictions usi ng Alexu
Amazon’s bullt-in Al assistant. W
gﬁommmd thn you sztigcl;:ft tlhus
ctior ogethe in
Alexato off in the SattingsmonL. "

A— o =P

(' FAULTY OLDER MODELS

Back in 2018, Amazon announced g
grnduct recall of the Amazon Fire 7 and
ids® Edition power adapters, due to a
fault which caused an increased risk of [

electrical shock. This is no longer an lssus
on newer models of the Fire tablet, but it's
unquutienobly worth remembering if
you're thinking about glcklng upa
second-hand device for your child.

Meet Our Expert

Carly Page is an experienced technology journalist
with a track record of more than 10 years in the
industry. Previously the editor of tech tabloid The
Inquirer, Carly is now a freelance technology
journalist, editor and consultant.

HWakeUpWednesday
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TWITCH

WHAT ARE
THE RISKS?

CONTACT FROM STRANGERS

As well as streamers talking directly to
~ their audience, Twitch enables viewers to
use text chat to speak to the person me\] re
watching. It's a social platform which also
allows viewers to interact with each other =
via text while they are watching livestreams
. —including exchun?i F private messages.
Thls rcnso! the bility of a child

proac ad and messaged
onllns by total strangers. PeLey

WEBCAM SHARING :

It's comman for streamers to use

their live webcam footage, This allows

better interaction with their viewers, but

also adds risk: the stream mlght include

S yonsored content or product placement
at isn't child friendly. Using a mbcum ]

IIvestxeum: increases the chance of

' malicious viewers finding out where the

UNCENSORED STREAMS

Uncensored content obviously carries a
g:euter risk of inappropriate language and
haviour (streamers can, however, list
~ their broadcast as unsuitable for ch‘ildmn)
Twitch has strict rules for streamers to
 follow, but requires viewers to re rt any —
streams which breach these Iines [T,
Each livestream is accompan lad by a text
chat which it is the streamer’s responsibility
to moderate.

INAPPROPRIATE CONTENT e

‘Most people are already aware that
some video games feature adult ’-
content such violence, sexual content,
profanity and so on. Twitch does revsnt
I cartuln ‘?umes from being :traomed
7, the platform, but most are still ullnwad It
ia rslutlvaly slmp[n, then, for a child to find
livestreams of games that aren’t suitable
for them - lndudlng horror gume:

HIDDEN COSTS
Twitch is free to use because it's suppo rted

by advertisers. Removing the ads requires a

'\

streamer lives and provides bullies with
visual reactions to their hurtful behaviour.

'b 0|
- PRIVATE CHAT ROOMS

Twitch encourages streamers to create

subscription to Twitch Turbo - or the tch : i B their own communities, which extend
Prime package (free fo Bm one with an - I : beyond its platform. Many create a public
Amazon Prime account ich blocks lha | Discord group, for example, for viewers to

ads and offers additional goodies such as L‘iﬂ and communicate with each other.

bonus games. Streamers earn most of their ; » A - iscord is a completely separate entity to

O oies of e virBusd Sarrency Titon Eein : : y L‘:‘J?m"uﬁ"ﬁﬁﬁ""ﬁ‘eﬁ%ﬂﬁn'é b your e

X 9ifls of fhewiriuat eurency Twifch Bit ) g! ets involved Iﬂhe voice of video chat with
sidngere:

5 to SOm channels

i mimu : hat auﬂnhlm%‘ ;
ood to unders ng the
\.!%rehﬂdw%m. Msum‘rnmigmqﬂ ‘on

Meet Qur Expert

Clare Godwin (o.k.a. Lunawolf) has worked as an editor and
journalist in the gaming industry since 2015, providing websites
with event coverage, reviews and gaming guides. She is the owner
of Lunawolf Gaming and is currently working on various
gaming-related projects including game development and
writing non-fiction books.
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REDDIT

Reddit describes itself as a social news website where usars conne nd shme stories, ap!nlons und
support; debate Issues ask . quesllons and chat lo people with similar interests. Discussion
munities (knownlas subreddits) that are created, run and
WHAT ARE itad by us: ho remain anonymous throughout. Free speech is
THE Rlsm? 1 ers — or ‘redditorsy— can vote posts ‘up’ or ‘down’ so they
5) attention. Reddit is free to join, although signing up to
sian advert-free version of the platferm.

o

%‘&“‘""&"ﬁ‘ i
G ovlie

i St L BT
m::mmfm :;9.:?;“ | - _ P e e 3
o S it a ‘SUPPORTIVE' STRANGERS /| ™=
b

mlledd[tumhtsniﬁt

HARASSMENT AND ND TROLLING

‘on Reddit doesn't o

) Advice for Parents ETCarers

SORT THE SETTINGS RISEABOVET e,

susors-‘lgﬁl can help ensure that mincrs w-wudtllmmrh If o person nhklgcrl-thulorﬂﬂ-mln your ehild on Reddit, It's

Under the Feed " tab, switch the Adult cmunt mgglo . natural that they'll want Lo respon therm, however, ﬂm: hemm\u

enable Safe Browsl mlthluuou! un\rompl aimhunings. the reaction trolls Io-uHor ﬁunl 1hmd‘nsutlslﬂcﬂmkmaod,
notif| the comment to Reddit on. Blocking a user

mnnwnmnl[wmmt cmlunﬁ rcﬂll ﬂlﬁg
M hedbywwpmnlcnmmon el ulmﬂngﬂn‘im free time, nop;:thml‘rnmmaqyngnr Lngyuure on the platiarm.

-
ENCOURAGE CRI"HCAL THINKING . AVOID PRINATE MESSAG.ING
be difficult to tell if online |5 real or fake - Thro anlm control who's able to
Infggunlg.ponpln s ir\':pc\rl:qn'nﬂ:’lg,‘;;?‘l:hl‘g g)umglnru.:t:r:h T duuhﬁ'i!ﬁg" q L . vn‘?wﬂ sl .fmng no-w-:ll:l ‘accounts
reputable sources if what they've is gen mind them to cons| mt oldormun au s Tnuo:onln muutmun Froomuccm
motives might be in the messoge - and to watch out for scams. Chattl talk to pl‘lvﬂtandmnmllsu other users will be able
this reguia yrul;nw develop eritical thinking skills and good online ha ter l.rutoand roportmwhln.g they spot which causes them concern.

Meet Qur Expert

Or Cloire Sutherond isan online sq!err consultant ot BCyberAware. She has
developed and implementsd anti-bullying and cyber safety workshops ond
policies for echoals in Austrolla ond the 1 Clalre Qs written varols
ocodemic pnfers. and corried out research for the Australion government
comparing intemet use and sexting behaviours of young people in the UK,
usA and Australia.
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CALL OF DUTY

What Parents & Carers Need to Know about

CALL OF DUTY:

The Call of Duty (CoD) series is a worldwide gaming phenomenon, with millions of copies sold every year.
While 2021's release, Vanguard, wasn’t quite as well received, this latest entry - Modern Warfare Il - has
so far proved a massive commercial success. nt Modern Warfare reboot (and not

to be confused with the original Mod
shooter which featuras - unsurprlaingl
the explosions and poll:lcul nmure ]

. |

VIRTUAL VIOLENCE POLITICAL SENSITNITY ]

Igﬂmmmu its n#ﬂum?;:rtrlil:. wﬂﬁeun&?mnmm
wnw{um

= OFFENSNE CHAT & MESSAGING AN ADDICTIVE EXPERIENCE

mnm miﬂm% _ - . lﬂdﬁpﬂ wlmm

myr!‘tl ,mndo,rmucumur >

rmrtﬂmﬁk

T ey

d 50 | it
improvement, and m‘“llﬂg&‘ml
:mnlng:ﬁ” ss can keep players el
B i
younger ones upm:w susceptible.

' ‘ E\ A?v?ce For Parents & Carers £

W RESPECT THE AGE RATING /  SET SPENDING LIMITS f-%
e S %m.mm ~
and explasions ﬂmn:?nuﬁyﬂg:whlln the previous Iludlrn Warlare console or computer to prevent in &cﬂm inate spending ~ and an ke
featured a rmuq and torture sequence. With Modern unwelcome bill. Pre-pal :m\dlwuld be an option for in-game
warfare i style of brutal realism, it's urnrth reiterating purchases, allowing you to control how much your child con spend in
tlu:ltth. PEG| 18 ugl rqlllla is there for o reason. ndu'clm:q— and M@Ing them learn the basics ud!ludglﬂns, o

B e sl SN
- CLOSE OFF COMMUNICATION TRV OTHER MODES

Unlulthl:;r- ing with their real=lile friends
wmmhu h l:hunnllt if your d'nld pluvtuodlm
““w  Warlfare II. There's less of us than in many other online
combat games and lhorul‘ou ne roul need to Interact with strangers. Call
of Duty fans can be intensely competitive, so even o single action by your
child could provoke o barrage of abuse from strangers.

V
Meet Our Expert

Liowd Coombes s Games Editor of techinology and entertainment
wiebizite Dexarto and hos been working in the gaming media for
thrae years_ A lang=time goming enthiusiost, he is alsoa parant and
therefore a keen odvocote of ondine safety. Writing mainly about
techand fitness, his articles have olzo been published on influential
sitas including IGN ond TechRadar, omong others.

i Aﬁ_ —
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ﬁnﬂlgm alternative i featul be:
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BEREAL

BeReal s the latest trending social mediaappiThe concept is that peoplesee others in their authentic
dayztozday lives; sharing candid photes without editing ‘*gpglﬁg_g filtersiEach day at a randem tim
Itaneous! ified totake a picture o what theyre doinglatthat exact mement, The
|@py,_tgﬁsghm| an im_gge means therejs no, tirr"le'to seie_r;_t-cr_p_grticl._llquy glam: rous or
g activity. Beke_g!“slhares,two picturesia selfie/and an |mugf‘gf the immediate surre

Users can only view.and react to their. friends; photos oncethey Upload their own,
H‘_

WHAT ARE
.| THE RISKS?

-
CONTINUOUS NOTIFICATIONS

Like any soclal media ﬂpr. BeReal's default setting Is to share
BeReal's developers want users the exact locatlon ulwglpne a post
to be on it regularly and scrolling for " was sent from. Given that images

are usually shared within the
mn-mlnura window, anyone your child is
friends with on ?” will know exactly
where they are (or gf east, where they
were two minutes earlier). As we've
noted, this could include strangers who
are intending to use this raphical
infarmation for maliclous purposes.

fen rlods. | enly sends one
Hﬂi%cﬂﬂﬂﬂ to post a pleture each day,
but there are r alerts for events
such as mentions, comments, friend

re uemuundrenctlnmtn.ywrmotu.
Thiz can couse yot\il;g uwr:':'o 1
pressure to open [] and respond,
distracting them from grharuﬂlvfllns,

¥ v kU r L ]

- CONNECTING WITH STRANGERS VISIBLE PERSONAL DATA
When somaone signs up to BeReal, it Ag with any other form of social r
highlights anyone in their phona's Ve media it's};mpomunt that your -

child doesn’t share too much

personal infermation on their

profile. BeReal allows for a phete, full
name, approximate location and a short
b;:isl.‘;‘t'e' Baufelet‘;: murbih:dTl.lru that yohl.!r

© s profile doesn‘t dis| -anythi
which could identi HhﬂrFl.l gltil t;lﬁ
school or exactly they live.

e W
REPUTATIONAL DAMAGE

What your child says ond does

contacts list who ulreud;‘hus the app -
50 wsers can connect with friends, or
| invite others from their contocts.
8 o very feed, meanwhile, shaws
. posts from strangers and gives users the
. option to add them as frlag‘dn. too. This i
means your child could potentially \
connect with - and communicate with — ‘
a stranger.

v R
PUBLIC SHARING

As well os sharin sts with L ! = - shap
Metiancls lnﬂwmzﬁtﬂna L les = 3 B ¢ 3?.!%5::1"' e oty e
aliows posts to be sha u that ,
and public contant to be v wed_%afora Hasnntal Yollng penpiemneand

hat when th something online, th
this public cantent, th i e oy
e | xgpoms et epmmentariiie
un ately, there currently seems to ) | ' content, includi sharing ﬂd!!\ﬂ‘h‘?l:

pe R o moderalion o e Somtan: ¢ : This form of permission i3 explicitly
that's uploaded, so a young user - -

could be nnxgpuglbd 0 posts Ich%rnn'l i [. raferennapiin Habiecd miermy of U85
suitable for their age. p 8

Parents & Carers
" KEEP [T AMONG FRIENDS

BeReal offers the option to turn off individual types of notification. 1 Remind your child why_ndlﬂn?hntmngnll to their contacts
Dnlnn this will sign fi::nnlly reduce the numbaer of timeas your child | isn'ta guod iden, and advise them to decline any friend r t =
is tempted to open the opp by incoming comments, uploads, friend . from le they don’t know in real life. If something your child saes -
raquests and so on. Iron , itwill allow tham to actually ‘be real’ by on BeReal makes tham feel uncomfortabls, they can ort it by clicking

present in the mol and their current envirenment as opposed to on the three dots in the top right. The reporting tecl allows them to state
being engrossed on social media. the reason that they're flagging up the post.

AN EEEES————— 1 A 1A} idn

i ]
STOP AND THINK CREATE A SAFE PROFILE
BeReal's gool is for users to be authentlc with friends, rvmwlngu

Remind your child to use an avatar as their profile pic {os o) sed
the pressure of that flawless photo or perfectly worded post. |t to a photo of themselves) and use a nickname or just t rst name,
still vital, though, that children stop and think rather than u Im:u'.!lnglI not their full name. Any infoermation they add ta their bio {which is
samething risk iusl to meet the two-minute deadline. Point out to them eptional) should be kept vague, and personal details should remain
what kind of information strangers could extract from an image: school L4

rivate. it's also worth turning off ﬂ'mlrdoloﬁutinn feature sither through
crests, street names or local landmarks, for example. he device’s settings or in Bekeal itsell.

8~
Meet Our Expert

D Claire Sutherend ie anonline safaty coneultant; educaotar and N at.i on al
| Online _
' Safety

rezedrches who hos developed and Imple mentad anti-bullying
eUpWednesday-

LIMIT NOTIFICATIONS

T

and cyber sofety polcies for schools. She hos written various
ceodemic popers and carred out research for the Australian
govermnmient comparing Internet use and sexting behaviour of
young pecple inthe UR, USA ond Australia,
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Mental Health Support Resources for Parents

Exam Stress. The following link covers a wide-range of tips to keep students mentally healthy.
Supporting Your Child during Exam Time (Young Minds)
Exam Time & Exam Stress | Parents Guide To Support

Young Minds https://youngminds.org.uk/

EWMHS. Emotional well being and mental health service have recently launched a new Instagram
account to provide advice and support to young people experiencing mental health issues. Please
encourage your children to follow the account where they will be able to access early intervention
advice and support. https://www.instagram.com/ewmhs_nhs/

NV OO0

ewmhs_nhs BN

333 posts 990 followers 33 following

Essex EWMHS

NHS service supporting children and young people's mental health and wellbeing in
Essex

sfAccount staffed Mon-Fri 9-5

#fnformation sharing only

linktr.ee/fewmhs_nhs

MindEd is a free educational resource on children and young people's mental health for all adults:
https://www.minded.org.uk/

Safe and reliable advice about young people’s mental health, created by experts and parents
together: https://www.mindedforfamilies.org.uk/young-people

NHS Mental Health Charities directory: Mental health charities and organisations

Parent zone - 10 mental wellbeing apps for all the family:
https://parentzone.org.uk/article/10-mental-wellbeing-apps-all-family

Gov.uk COVID-19: gquidance on_supporting children _and voung people’s mental health _and
wellbeing

Headstogether - Changing the conversation on mental health:
https://www.headstogether.org.uk

The Mix - Essential support for under 25s: https://www.themix.org.uk/


https://youngminds.org.uk/find-help/for-parents/parents-guide-to-support-a-z/parents-guide-to-support-exam-time/
https://youngminds.org.uk/
https://www.instagram.com/ewmhs_nhs/
https://www.minded.org.uk/
https://www.mindedforfamilies.org.uk/young-people
https://www.nhs.uk/conditions/stress-anxiety-depression/mental-health-helplines/
https://parentzone.org.uk/article/10-mental-wellbeing-apps-all-family
https://www.gov.uk/government/publications/covid-19-guidance-on-supporting-children-and-young-peoples-mental-health-and-wellbeing?utm_source=198a9e75-a418-4442-9102-7c714bd37c3c&utm_medium=email&utm_campaign=govuk-notifications&utm_content=immediate
https://www.gov.uk/government/publications/covid-19-guidance-on-supporting-children-and-young-peoples-mental-health-and-wellbeing?utm_source=198a9e75-a418-4442-9102-7c714bd37c3c&utm_medium=email&utm_campaign=govuk-notifications&utm_content=immediate
https://www.headstogether.org.uk
https://www.themix.org.uk/

Safeguarding Support Resources for Parents

Safeguarding when learning to drive.

We are aware that from time to time, concerns are raised by post-16 learners and their parents in
Essex about inappropriate conduct of driving instructors. We have been given the following
information to help to safeguard those accessing driving lessons:
https://www.gov.uk/learn-to-drive-a-car

https://www.gov.uk/find-driving-schools-and-lessons (all instructors on the list will have had a DBS
check and passed all the qualification tests to become an instructor)
https://www.gov.uk/complain-about-a-driving-instructor

Parent zone - County Lines:
https://parentinfo.orag/article/county-lines-what-is-it-and-who-is-at-risk?

Parent zone - Sleep Advice:
https://parentzone.org.uk/article/how-sleep-easy-during-global-pandemic

Parent line Family Support: Parentline family support and bullying helpline

Domestic Abuse support: #Reachin

Welfare Support Resources for Parents

Essex Welfare Service (EWS).

The EWS, a service to help vulnerable people in the community in need of support and unable to
access it at this time: https://essexwelfareservice.org/  Parents are able to ‘self-refer’ if they are
experiencing difficulties

EWS Contact details:

Phone: 0300 303 9988
Email: provide.essexwelfareservice@nhs.net

Website: https://essexwelfareservice.org/
Opening hours: Monday to Friday, 8am to 7pm Saturday and Sunday, 10am to 2pm

Livewell Essex

There is a real need to collectively find solutions that contribute towards wellbeing in order to
reduce the cost to health and social care. The_Livewell campaign is designed to engage
communities, families and individuals and to provide information about all that is on offer in Essex
to improve health and wellbeing. All 13 Essex Local Authorities and our partners have come
together to collaborate on the health and wellbeing agenda and work towards achieving better
health outcomes for people across Essex.

Household Support Fund
ECC has received funding from central government to support vulnerable families and adults this
winter. There are a range of initiatives in place to ensure help with household food and utility bills,


https://www.gov.uk/learn-to-drive-a-car
https://www.gov.uk/find-driving-schools-and-lessons
https://parentinfo.org/article/county-lines-what-is-it-and-who-is-at-risk?
https://parentzone.org.uk/article/how-sleep-easy-during-global-pandemic
https://www.familylives.org.uk/how-we-can-help/confidential-helpline/
https://safelives.org.uk/reach-in
https://essexwelfareservice.org/
mailto:provide.essexwelfareservice@nhs.net
https://essexwelfareservice.org/
https://www.livewellcampaign.co.uk/

essential items and emergency situations are provided for. To find out more about how to access
this support please follow the link for access points where parents, young adults and adults can be
signposted to_ www.essex.gov.uk/money-debt-and-benefits/household-support-fund

Key Contacts in School

Please see the key contact list below to support you to address any concerns.

Leadership Team

Mr Saunders Headteacher jsaunders@honywoodschool.com
Mr Munro Deputy Headteacher imunro@honywoodschool.com

Mr Caygill Deputy Headteacher scaygill@honywoodschool.com
Mrs Downes Assistant Headteacher pdownes@honywoodschool.com
Mrs Hickford Deputy Headteacher jhickford@honywoodschool.com
Mirs Bansropun Assistant Head abansropun@honywoodschool.com
Mr Smith Assistant Head dsmith@honywoodschool.com

Mr Williams  Assistant Head jwilliams@honywoodschool.com

Safeguarding, welfare and support team

Mrs Nichols  Safeguarding Officer knichols@honywoodschool.com
Mr Robertson Attendance Concerns crobertson@honywoodschool.com
Mrs Loydall Medical concerns medical@honywoodschool.com

Cohort Leaders

Cohort 7 Mrs Reece ereece@honywoodschool.com
Cohort 8 Mr Hall shall@honywoodschool.com
Cohort 9 Ms Ward tward@honywoodschool.com
Cohort 10 Ms Martin amartin@honywoodschool.com
Cohort 11 Mr Scott dscott@honywoodschool.com
SEND team

Mrs Vaughan SENCO cvaughan@honywoodschool.com

Mr Wood Deputy SENCO (Autism Hub)mwood@honywoodschool.com


https://eur02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.essex.gov.uk%2Fmoney-debt-and-benefits%2Fhousehold-support-fund&data=04%7C01%7C%7C6ebeddb9975a47bd8b1608d9ba3c84c2%7Ca8b4324f155c4215a0f17ed8cc9a992f%7C0%7C0%7C637745591354809657%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=2wg1l6pyHOrG9%2FNj6uApKP07bZh8CjQlBenYnM7jkmE%3D&reserved=0
mailto:jsaunders@honywoodschool.com
mailto:jmunro@honywoodschool.com
mailto:scaygill@honywoodschool.com
mailto:pdownes@honywoodschool.com
mailto:jhickford@honywoodschool.com
mailto:abansropen@honywoodschool.com
mailto:dsmith@honywoodschool.com
mailto:jwilliams@honywoodschool.com
mailto:jhickford@honywoodschool.com
mailto:dsmith@honywoodschool.com
mailto:medical@honywoodschool.com
mailto:ereece@honywoodschool.com
mailto:shall@honywoodschool.com
mailto:tward@honywoodschool.com
mailto:amartin@honywoodschool.com
mailto:dscott@honywoodschool.com
mailto:cvaughan@honywoodschool.com
mailto:mwood@honywoodschool.com

